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1. Tk 3741

1.1 EAPS #/5

EAPS PR DLHS WY LR B B 02 — ANRFRR I BE R Z V0, B T TR TR @ BRR i LUK
PFE R o DA IR LR 47 B SCZE 3 ) $0 41 2 8 A5 0 T B ZE — S E R, B 1k HH I B 38
BB R AR . 7E H DURE B T T RO I R, U BCRGERR i BELDRT PR, A
BT A RSB o

T DGR B0 ORI AR B B S0H0 F T BE 2 2 P AN o AR O B S0E F T %k B A
(RPN 2%, B A P BB I 7 VR AR BB I 2 FR AN 1 AR A o BRI LR BT F T FROR IR 4R 4,
FAE Y BUEA AN EE B L, FEFRME A, BRI Ui i Y shob B £
TP . FEM ORI R AFIIE G, BRI LR B 5 0 25 388435 1D e [ 2 T
LD 50 =F.

W 1101 R, Horb SWI OB AL, SW2, SW3 AR A

G0/1
primary por

G0/2
secondary port

G0/1
transit por

G0/2
transit port

G0/3 G0/3
transit port transit port

B 1.1 EAPS

LN Riag



SWI1:

SW1 configtno spanning—tree e e

SW1 configttether-ring 1 //HECE IR AT RS 1, 3N S E AR
SW1 config ringl#control-vlan 2 / /3 v1ian2

SW1 config ringl#master—node / /T BT SO AT

SW1 config ringl#hello-time 2 /[ AT RURE IR PRI S F) ] 4T (]
N 2s, HE 1s

SW1 config ringl#fail—time 6 // 7 R 1A AR B SR SO R O
6s, B4 3s

SW1_config ringl#fexit / /1B H Y R B AR 2

SW1 configtinterface gigaEthernet 0/1

SW1 config g0/1l#tether-ring 1 primary-port J/ECE g0/1 NEFTEE
¥ty I

SW1 config g0/1#exit

SW1 configtinterface gigaEthernet 0/2

SW1 config g0/2#ether-ring 1 secondary-port //BCE ¢0/2 NENT HH
K 1

SW1 config g0/2#texit

SW1 config#tvlan 2

SW1 config vlan2#texit

SW1 configtinterface range g0/1 , 2

SW1 config if range#tswitchport mode trunk

SW1 config if rangeftexit

SW2:
SW2 configfno spanning—tree / /5% PH A RS
SW2 configttether-ring 1 //BCE IS s 1, T S B AR

SW2 config ringl#control-vlan 2 / /¥ vian2




SW2 config ringl#transit—node / /T B AT SR ST

SW2 config ringl#pre—forward—time 8 / /v 11 ORFF TR IR A5 B[R]
N 8s, B4 3s
SW2 config ringl#exit /BT R B A

SW2 configttinterface gigaEthernet 0/1

SW2 config g0/1#ether-ring 1 transit—port //TEE g0/1 &5 mi
et i 11

SW2 config g0/1#exit

SW2 configtinterface gigaEthernet 0/3

SW2_config g0/3#tether-ring 1 transit-port //ECE g0/3 st s
et i 11

SW2 config g0/3#exit

SW2 confighivlan 2

SW2 config vlanZftexit

SW2 configtinterface range gigaEthernet 0/1 , 3
SW2 config if rangefiswitchport mode trunk

SW2 config if rangeftexit

SW3:

SW3 configtno spanning—tree / /5% PR A RS

SW3 configtether-ring 1 //BCE I s 1, T S B A
SW3 config ringl#control-vlan 2 / /¥ vlian2

SW3 config ringl#transit—node / /BB IR A AL ST

SW3 config ringl#pre—forward-time 8 / /A% S i PR FFE T IR A B 1A]
N 8s, W4 3s
SW3 config ringl#texit / /B T AR B AR




SW3 configtinterface gigaEthernet 0/2

SW3 config g0/2#ether-ring 1 transit—port //BCE ¢0/2 AT ST
ek i 11

SW3 config g0/2#exit

SW3 configttinterface gigaEthernet 0/3

SW3 config g0/3#ether-ring 1 transit—port //BCE ¢0/3 AAEHITT ST
K 1

SW3 config g0/3texit

SW3 configHvlan 2

SW3 config vlan2ftexit

SW3 configHinterface range gigaEthernet 0/2 , 3
SW3 config if range#tswitchport mode trunk

SW3 config if rangeftexit

FeE sel)a, wliEE an A B A B MRS I SCIRES

show ether-ring id / /B LRI P SCR A X o T R EAE 2, id A
IR s3] 5

Switch#show ether-ring 1

Ethernet Automatic Protection Switching

ether-ring 1
Configured  Role Master-node(E %5 =
Control-Vlan 2
Node ID BC60.6BA6.0000
Hello Time 2 sec  Fail Time 6 sec Pre-forward Time 3 sec
Running State Idle
Mode Independent
Complete True

Health Check  True
Hello While 1 sec  Fail While 5 sec




Interface Role State Pre-fwd Status

go/1 Primary FWD 0 Enabled, Link-Up
g0/2 Secondary BLK 0 Enabled, Link-Up

(T = TEK ik A PR EEEHER 30)

(B TRED

Switch#show ether-ring 1

Ethernet Automatic Protection Switching

ether-ring 1
Configured  Role Transit-node(1£ 4 =)
Control-Vlan 2
Node ID 1807.12F0.0A00
Hello Time 1 sec Fail Time 3 sec Pre-forward Time 8 sec
Running State Links-Up
Mode Independent
Master 1D BC60.6BA6.0000
Complete True
Interface Role State Pre-fwd  Status
g0/1 Transit FWD 0 Enabled, Link-Up
g0/3 Transit FWD 0 Enabled, Link-Up

show ether-ring id detail / /BTG LR BRSO A I i 1T R R4S 1B

1.2 ERPS /5
ERPS DLW 2 I R4 AR, & ITU-T & S —Fh — Z A b, druE 5N
ITU-T G.8032/Y1344, Kt XHRN G. 8032, T 7€ X T RAPS BSHR SCAIFRA 2] Bt L] o
ERPS & H A i AT FEVE AR E PRI LUK IR BE R R R o & 1E UK PR 58 BE I R
B LE R R 5 ARSI T 3R IRV, T 24 DA X PR A A i i e e Rl 0k S 9 I = %4
TR A A R, B M SR

ik 1. 2.1 Fras, HiAr SW1 4 RPL AR 5, SW2, SW3 il =y 1.



SW1

o 4

K 1.2 ERPS
BLEmAW T

SW1:
link scan fast 10 / /e B P BE RS R A 10s

|
!
ethernet cfm ENABLE //IFJRA SR cfm
|
!
erps nimble-mode // TP erps LB AN EH AR 2
erps 1 / /BB IR S 1 It N s B AR
control-vlan 4094 //BCEI M 52 ] v1and094
exit
!
interface GigaEthernet0/1

switchport enhanced-1ink / /T L e ) B I R S A




switchport mode trunk

ethernet cfm ENABLE /M5 g0/1 1) cfm DREAERL

erps 1 rpl / /TE B I R PR B i

erps 1 cfm—disable //BCE IR 552 1efm 2RI RE
!

interface GigaEthernet0/2

switchport enhanced-1ink //TiE B 14 5 ) B B TR A A
switchport mode trunk

ethernet cfm ENABLE /M5 g0/2 1) cfm DREAERL

erps 1 ring—port / /B0 B3 ) 3 1

erps 1 cfm—disable / /T BT RS Tefm R BE
!

vlan 1-4094

SW2:
link scan fast 10 //BC B PRE BE B AT I [R])  10s
|
!
ethernet cfm ENABLE / /I R4 SR cfm
|
|
!
erps nimble-mode //FFIE erps BC & A AR nEAR 2
erps 1 //FRE IR S2AF] 1 FFHE T 5 B R
control-vlan 4094 //BC BT 542 ] v1and094
exit
!
interface GigaEthernet0/1
switchport enhanced-1ink / /T o P B R A A
switchport mode trunk

ethernet cfm ENABLE //A8 g0/1 [ cfm ZhEEAE 2K




erps 1 ring—port / /T B A A Bt 1

erps 1 cfm—disable //BCE IR BTS2 1efm R RE
!

interface GigaEthernet0/3

switchport enhanced-1ink //TiE B 18 5 ) B TR A A
switchport mode trunk

ethernet cfm ENABLE //1% g0/3 K cfm DIREA R

erps 1 ring—port //TC B 3 A St 1

erps 1 cfm—disable //BCE IR BTS2 1efm R RE
!

vlan 1-4094

!

SW3:
link scan fast 10 / /T B PR T I [F) Y 10
!
!
ethernet cfm ENABLE //FF R4 R cfm
|
|
!
erps nimble-mode //FEIE erps BC B A AN s A =
erps 1 //ECE IR SEE] 1 FFE AT i B R
control-vlan 4094 //BCE I 5] v1and094
exit
!
interface GigaEthernet0/2
switchport enhanced-1ink / /T B MG i () B B R A A
switchport mode trunk
ethernet cfm ENABLE / /15 g0/2 1] cfm DyREAERL
erps 1 ring—port / /BC B IR i 11




erps 1 cfm—disable //BCE IS 552 1efm R RE
!
interface GigaEthernet0/3

switchport enhanced-1ink //TC B 4 55 1) B I DR A A

switchport mode trunk

ethernet cfm ENABLE //f# g0/3 B cfm TIREAERK

erps 1 ring—port / /T B 3 A St 1

erps 1 cfm—disable //BCE IS 52 1efm 2RI RE
!

vlan 1-4094

!

BCE Sepa, s N A B A AR R I BUIRES -

show erps id / /BT GRY BRSO W 13 245 0, 1d 3RS
Bl

RIPT A
Switch#show erps 1

Ethernet Ring Protection Switching

Ringl

This node is the RPL Owner

Node ID Role RPL (RIFTH =)
Address 1807.12F0.0A00
Control Vlan 4094
\ersion 1
RAPS Virtual Channel: True
Revertive Mode: Revertive
State Idle WTR True

Signal Fail False Sending NR-RB
WTR time 0/20 sec WTB time 0/6 sec
Guard time 0/500 ms  Send time 2/5 sec

Status code: D - LINK DOWN, F - SIGNAL FAIL
Interface Role State Status MEP Role

g0/1 RPL BLK NULL




g0/2 Ring-Port FWD

TBPh R

Switch_config#show erps 1

Ethernet Ring Protection Switching

Ringl

Node ID Role Normal(ZiE ¥ =)
Address BC60.6B30.EF23
Control Vlan 4094
\ersion 1
RAPS Virtual Channel: True
Revertive Mode: Revertive
State Idle

Signal Fail False Sending None
WTR time 0/20 sec  WTB time 0/6 sec
Guard time 0/500 ms  Send time 0/5 sec

Status code: D - LINK DOWN, F - SIGNAL FAIL

Interface Role State Status
go/1 Ring-Port FWD
g0/3 Ring-Port FWD

MEP Role

NULL
NULL

NULL

show erps id detail / /B E I LR BRI I B 1 R4S 2

2. X KSR ZHRAN

AR ZE Al P 4 ] [X X 2 20 O 1), =R RIB IR R . ILRIZ LR, W
JRRMARBNIE . W)=, (LSRRI A a] AR e F AR IR 90 228 S Bl 55 75 SRORE ¢

P B = R R



2.1 59503 HETN Z#e M 3 &
211 #wE

HeB Rtk — & LA LR H LA AR RILE TR, MY T2 L2 il &
F R — B A HHL

i 2.1 0K, [ SW1 5 SwW2 i G HEASS A AE %0, TR S9503 H 5
FE BSOS, AT HESINT A E R e ACCRETTIR UL R R AR .

2.1 HES

IR/ I

SW1:
config B R4 bvss #EN config bvss Bz,

DL R A 7E config bvss #z R

bvss enable / /I J& BVSS

bvss mode normal // M E B AN AR, EER A SR 2 63
&, WARCE R, MR RRZ e k&S, ER! #BRE
BB RSP — B

bvss domain-id 254 / /B0 B HES I,




bvss member—id 1 //BCEHEE A 1D

bvss priority 255 /BB BB AR, MR

bvss slot 3 /BB, R RF=AEHS !

bvss sgnp neighbour—timeout 10 //BCE SGNP <R JE I N [A){, UnfEix
ANBFTR] BB E R, A S, S s

bvss rnp old-master—timeout 10 //BCE RNP H BB N i afE, 783
VIS, B FERE (R&RE) BaERS, WERXARERA, FERE
Bk TIFSE T, HERERSEI S RE . RN ER&EIXAD
BRINEE S5 &, A rRRENS 5B NEEE, B A9 nin

bvss interface 1 slot 3 port 1 //BEE slot 3/1 NEbImO
bvss interface 2 slot 3 port 2 //BEE slot 3/2 NEMIE O

interface TGigaEthernet3/1

bvss—link—group 1 //TBEYES I group, HER! EEBKBW NG group
DA —F!

interface TGigaEthernet3/2

bvss—link—group 1 //EYES I group, HR! EBKB NGO group
DA —F!

write bvss—config //RAFHE S E

SW2:

config B FHIA bvss 3 config bvss FER.
LA R4 7E config bvss B FHIA

bvss enable //FF )& BVSS

bvss mode normal [/ BB A @R, Tl NS 2 6
B, MR WAIIBEAR IR

bvss domain-id 254 / /B0 B HES I

bvss member—id 2 //BCEHEZ KA 1D

bvss priority 254 //HC B HEB AL, 0o Bt = e A




bvss slot 3 //TLE R ER, TR RS

bvss sgnp neighbour-timeout 10 //BCE SGNP <[ JE I I [FME, WfEIX
AN TE] Y BIR BIR A5 2 A S, A7 s

bvss rnp old-master—timeout 10 //BCE RNP [H BB N el fE, 7E
VIS, B ERE R&RE) BaERS, WEXARERN, FERE
R TIHZE TR, BERSRSME AR WRERE R EXA
BRI EE 2 5 &, A FRRENS S AFE %%, A9 nin

bvss interface 1 slot 3 port 1 J/EEE slot 3/1 NREAL
bvss interface 2 slot 3 port 2 J/EEE slot 3/2 NREAL

interface TGigaEthernet3/1

bvss—1link—-group 2 //BCEHESE T group, ER! HERIFHANNGHA group
A —F!

interface TGigaEthernet3/2

bvss—link—group 2 //TBEYES I group, HER! EEBKBW NG group
A —F!

write bvss—config /IR HE S E

TIPS:

ORAFHEBACE G, T2 16 708, SRR 8] HNC & R 2 50 B W i B S
FE s, W&HEETRERETHHES.

@ JFJEiEIE show bvss rnp BH &S W LUE 2IFTA HES KA S B UM HES
. HEB DG & VLA config .

Switch#show bvss rnp
RNP is running. CfgPri 255, SwitchType 0x107b, Slot 0
System started, ignoreTimeoutCnt O

Domainld 1, Memberld 1, LoopTopology 0, Merge 0, Master State




MasterMemld 1, BackupMemld 2, MasterGlbMacAddr 00e0.0f62.0035
OldMasterMemberld 0, OldMasterWhile 0, txAdvPduCnt 3353
bvss link group 1 is usable, bvss link group 2 is not usable.
Pri info for member 1 (SwitchType 107b, slot 0):
Priority 255, RunningTime 17097, MAC 00e0.0f62.0035
[I 5 1RSSR, ZBATESIE], MAC Hihk
Pri info for member 2 (SwitchType 107b, slot 0):
Priority 254, RunningTime 4198, MAC fcfa.f736.c300

[R5k, B4THTE], MAC Hihk

2. 1.2 MAD i

REAUAGBE R 2 T 30— AN A I 2 A LI . IX AN RS A
FAFIR) MAC Hihilb. TP Hihl, <x5lEiblrR, SRS . N TR REMTRE M,
RIS L, FRATT TR B PATL ARSI S D 2% o [ AR TE BB AS RIS, Rt
ITHERL AL, R AR R I 2 200 25 1540 . MAD (Multi-Active Detection,
ZERDMD Fd LR R LH . 24 MAD R XSG, 2o A — AN R
PR3 T 1@ Mk 4595 11 shutdowns

ML E LACP MAD TFHFEHH—& X FF Multi-Active Relay MISiBI¥E & 5 M LIS+
(R W& PR AT RS .

(LR
VE: FFJE MAD HE B XA I ) 158 7% 75 B F LACP HEAT %+
WeB T

int port—aggregator 1

multi-active—detection //FFJa LACP MAD # T fE

BN

int port—aggregator 1
multi-active-relay //FF)3 LACP Multi-Active Relay ¥l ZhfE




2.2 BIEERE
DL 2.1 A SW1, SW2, SW3 A, 7EMEBIAES Nk & EE
EMmSWT:

e T

int port—aggregator 1
exi

int range gl/1/1, g2/1/2

aggregator—group 1 mode static/lacp

SW3:

int port—aggregator 1
exi

int range g0/1, g0/2

aggregator—group 1 mode static/lacp

Mo B e, REE A E AR B R AR

show interface port-aggregator 1 //BEERED 1 BARER
show aggregator—group 1 {detail|brief|summary} //EEEEwm I 1

HIAEER

Switch#show aggregator-group 1 brief

Aggregator-group brief infomation

System ID : 32768 8479.73B5.0603  Partner : 0 0000.0000.0000
Group ID : 32768 8479.73B5.0632 state : lineUp
Max Ports : 8 ports : 2

Flags: D -down A - Use In port-aggregator
U-Up | - Not In port-aggregator
d - default

g0/1(UA) g0/2(UA)




UA ZRonizdm e VRS T, I H & up ;DI R ixdm 52 down HJHA

3 1 55 4L

2.3 DHCP
AT AR B 175 900 % 5 P T SR AR B A C B AEAZ O A L L
IR I

ip dhepd enable //FFJA dhep server %%

ip dhepd pool 1 //#JN dhep server Huhik-ith 1

network 192.168. 2.0 255. 255. 255. 0 // BB T H 375 Be i3 Ik i g 9
2% bk

range 192.168.2.10 192.168. 2. 100 //BCE M T B3 Rt vE
default-router 192.168. 2. 1 / /1% WA B A S b i

dns-server 8.8.8.8 //BCE 7 B4 2 AL DNS ik 55w ik

Mo B e, mEE N ECE AA DHCP AR5 R :

show ip dhepd pool {binding|pool|statistic} //%57 DHCP Server ih
e E R | kb E B gt E R

TIPS: WIEIL range U7 AHEBRAN T Z QA FO 5 A9, (2 Uik N SCRFRC
H 8 M HihEYE .

DHCP P4l & 4R -

int vlan 1

ip helper—address X. X. X. X //AEM etk FRCE

2.4 BSHEH
LEAT N b B e A B E S T 1 TR R 32, ol TR [ R B S 2%
[ACRTIRE

ip route HHAJ ip RS T—Bk




TIPS:

O AF DL T PIAS e g Z 18] RS A2 WAL R, PRI bt e 50RO R, A AR s P L
Rt LG, 1 AE RO I L AR

@FEARME I XU 37 b, JE I T 2% 55 O (0 i A i RT DLSE LR 4, R
BA] DL R 20 TE 2 9 2 AN R O BE K L

BED Ikah i A

BED X [ 3% A Al 2 — B A W g8 — A I LA, P T DR N Hh 47 I 2% o i i B
& 1P B HA R IIEEARDL . N T IRTT I MR TERE, AT B 8] A 25 e R AN
P Wb, AT S BR A S ST S o B T RS

BED fEPN G ML BRI th, FIORULINPY & HLas 8] A e i A2, N BRIl
M55 . FEMRSSH) BRI BGER I Z S, Wi 3 KBTS U@ R AR
FSU IS 1) PN A WA B S ) BED 2 i S s [m] P 4 S0 25 A SC R B0 e i i B AT VR I
S ONI=NRINS Y26 s P iR SiE 3 €2 o M w7 ) 9V QP wh P v WY & E IV S

LB MR

ip route bfd static next—hop [/ ENEAH ping 77 T — B MIHL
il CER ) ARSI

ip route bfd static X.X. X. X(MIeHhhE) X. X. X, X Gzt dt)

BB e R, s ECE A

WLL— A B A, 4R 192, 168. 0. 6 X ANHLHEAIE 5, SE47 B0 B 1)
¥azs 4.4.4.1:

ip route default 3.3.3.1

ip route default 4.4.4.1 200

ip route bfd static next—hop

ip route bfd static 3.3.3.1 192.168.0.6

o] 1@ 1 show ip route H{TEE:

Switch_config#show ip route
max_rtlimit:512 static_nh_limit:8
Codes: C - connected, S - static, R - RIP, B - BGP, BC - BGP connected




D - BEIGRP, DEX - external BEIGRP, O - OSPF, OIA - OSPF inter area

ONL1 - OSPF NSSA external type 1, ON2 - OSPF NSSA external type 2

OEL1 - OSPF external type 1, OE2 - OSPF external type 2

DHCP - DHCP type, L1 - IS-IS level-1, L2 - I1S-IS level-2, 1A - ISIS inter-level

I - IPSEC type
VRFID: 0
S 0.0.0.0/0 [1,0] via 3.3.3.1(on VLANS3)
C 3.3.3.0/24 is directly connected, VLAN3
C 4.4.4.0/124 is directly connected, VLAN4

Switch_config#show ip route
max_rtlimit:512 static_nh_limit:8
Codes: C - connected, S - static, R - RIP, B - BGP, BC - BGP connected
D - BEIGRP, DEX - external BEIGRP, O - OSPF, OIA - OSPF inter area
ONL1 - OSPF NSSA external type 1, ON2 - OSPF NSSA external type 2
OEL1 - OSPF external type 1, OE2 - OSPF external type 2
DHCP - DHCP type, L1 - IS-IS level-1, L2 - I1S-IS level-2, 1A - ISIS inter-level

I - IPSEC type
VRFID: 0
S 0.0.0.0/0 [200,0] via 4.4.4.1(on VLAN4)
C 3.3.3.0/24 is directly connected, VLAN3
C 4.4.4.0/24 is directly connected, VLAN4
2.5 OSPF

OSPF JT TSR R BRAC A SE B, o —Fh 2 T B RIS O Sh it i, Hhill s N
89, J& T AEEIICHIIL, OSPF WS % B SSCs B e b, T #E e L T [ P S IR R A5
SIS OSPF IRl 73 X SO0 W28 BEAT A BE, 70 Nl FAEHEE T IX i, 2 AR
PER LS #

[V Riat g

router ospf 100 //JAasFHBEN ospf 100
router—-id 1.1.1.1 / /8 B WA router—id

network 192. 168.10. 0 255. 255. 255.0 area 0 J/AEX AR 0 N E I EL




redistribute protocol process—id [metric—type [1 | 2] | metric cost |

tag tag |route—map WORD] //BINANER S H A B

Mo E sep)a, Al an T AC E A

show ip ospf [process—id] // B ospf B BRI — S S

show ip ospf [process—id] database[router|network| summary| asbr-

summary | external | database—summary]{ link-state—id|self-originate]
adv—router[ip—address]} // @R ospf BHE ZE AR B

Switch#show ip os database

OSPF process: 100 (ospf #F2S)
(Router ID: 1.1.1.1)

AREA: 0 (X1)
Router Link States (LSA Z#R)

Link ID ADV Router Age Seq Num Checksum Link Count
1111 1.1.1.1 110 0x80000004 0x67d9 1
2.2.2.2 2.2.2.2 1521 0x80000003 0x2b0e 1

Net Link States
Link ID ADV Router Age Seq Num Checksum
192.168.10.1 1111 110 0x80000003 0xf7hd
show ip ospf neighbor // 7~ ospf HIAR &S B

Switch#show ip ospf neighbor

OSPF process: 100 (ospf ##25)

AREA: 0 (X))
(fBfFid) (LEHk)  ORE) (FET-R(E) (JRfEHIE) (#0)
Neighbor ID Pri  State DeadTime Neighbor Addr Interface
22.2.2 1  FULL/BDR 31 192.168.10.2 VLANI10

2. 6 ACL ifjlaj#E%3R
ACL 7 W42 1 51 2% FHl T e 4% i, T LA T35/ B ARl . 300, Phi s &k



BEATER ], AT TSR A IR A 4 43 4

A4y AT TP BEATEE I ACL F13EF MAC BEA T ACL, HARJEF TP (1) ACL 7]
43 NERE ACL A JEE ACL,
FCE a0 h

FRAE ACL:

ip access—list standard acll /7 XN acll WRRAED] i #2551 3%
permit/deny 192.168.1.0 255.255.255.0 // Fu VFOERCAE 48 YR N
192. 168. 1. 0/24 [ &

int g0/1

ip access—group acll in/out

¥ J& ACL:

ip access—list extended acl?2 //5E X 4N acl2 BIbRAEDT Ia) 45 1) 51 %
permit/deny ip 192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0
//SCVFERIE AR B 192, 168. 1.0/24 H 1 192. 168. 2. 0/24 [t &

int g0/1

ip access—group acl?2 in/out

T MAC U7 ) $2 1 51 2%«

mac access—list 3 //5E LA 3 ) mac Vi )15 i 51 3%
permit/deny H.H. H[¥ mac] H.H.H H. H H[H ) mac] H. H.H
int g0/1

mac access—group 3 in/out

TIPS: VERE! B4 acl #aA —FERIAIELIARHNE, MAFE, ERCETHIH

W& S5 N permit ip any any

2.7 RWEERER

TRHE I PBR (policy based routing), SCFF ip ViR AR KBS AI N —Bk ip address
K, i, ERCE V2N N —BEN T, EEHE AR Bk, RAEEER
FAEATA N —B B N A 2 EF7 R

BeE Ay 2 W T:



ip pbr  //JF)E ip-pbr LjfE

BV Al 2 ] 1) 3= -

ip access—list extended 2

deny  ip 192.168.2.0 255.255.255.0 192.168.8.0 255. 255.252.0
permit ip 192.168.2.0 255.255.255.0 any

A% route map:

route-map pbr (route-map 44) 10 (ERINF415 10) permit
match ip address 2 ({33 44)

set ip next-hop 192.168. 20. 1

82«

interface VLANZ

ip address 192.168. 2.1 255.255.255.0

no ip directed-broadcast

ip policy route—map pbr

2.8 NTP

NTP PHZ& IR B (Network Time Protocol) & FHRAditHa AL [a] [F AL i) —Fh
RS, A0 An ST ] AR S5 23 A1 g 2 (A B AT (8] (5] 20 . & m] ARt vk B RO B

[FIRRIE,  HLAT i 2 A E 77 3 Q5 B s st o % 7 i R R 25 2 0K A UDP )
BORATIEME, W5 R 123,

LW iR I

server:

ntp master primary //BLE WA ARG NTP IR %5 %% (stratum = 1), f£
BTG B NTP IR g5 s M 0L N R A IZ I E

ntp master secondary [/ B AVE IR NTP R4 2%, EREEE T I
¢ NTP 552 BTG D0 B RIZACE [HRECE ntp server 4, HI A GEW [F]2D
BFRE RS A%, W& TCIESS NTP 2 7 by b AR i ] (5] 25 R 45

client:




ntp client enable //FF A ntp % F i) R

2.9 IwO4E

NARE N P 24, FIES 1 BRI 45E ip hhb Al mac Huhk, A7 H4EE
ip B mac Huht,
FoE a0 h

int g0/1
sw port—security port-security bind/block {ip/arp/both—arp—ip A.B.C.D
/ mac H.H. H}

TIPS:

@Obind R FVFRF & 488 EORICCE, HARRIRSGIES; block HIBZERT G 40E &
R, FHAR fLvFiE .

@ip Fom AT EIE BRI ip MOGEMEM; Arp Fom AT E90E BRI arp )
SGEIEM ;s both-arp—ip RoRMFFEHEZKRN ip M arp HICHGENEH

2.10 EmOFR
N T IR AT AT L, AT DU AL (VSR (A L A oK
RHRLZ— 4L I (A AT 5%«

v VB E U

W 1 B RIEFTT 1A, BHl— s 2 M
mirror session 1 source interface g0/1 both

mirror session 1 destination interface g0/2

2. 11 O
i & i A0 F

A




int g0/1
Speed 10/100/1000/10000/auto

KT A
duplex full/half/auto

TIPS: VE= b ERa M HiEMN no fiber—auto—configs

2.12 &R

SR RACE W R

SR A 5 B

localpass [name] / /S U SRS T B

element number lower—letter upper—letter special-character / /¥ € A 20 %

4, RAIAHEREE, WAk
min-length [1-127] /) /NG, 1-127 N /N3 K Bl
validity [1d2h3m4s] [/ BRSO, LR /NI . BPg R

M telnet HIF)3 ssh:
no ip telnet enable

ip sshd enable

B8 =N EBR A H P (2R H P 2RSS AN X 5 /& ssh BB A& console B %)

localauthor test (£F5)

exec privilege default 14

privilege exec 14 show running—config
Az 14 BUR

localauthor bug (ZFK)

exec privilege default 13

% 13 BUR
username admin password 0 admin; 1% admin ) AR &% 5 ] DAEERVE A H ML BT i 2

username Y password 0 K author—group test; 1% Y IKS HIRFiEN enable #, AJHk
1T enable T AJ#AERAr 4
username L password 0 P author—group bug; %L K5 HPERT#EAN enable #5:, & T




1Z4AT show run (BEEFETARCE ), HAth enable TRy #n] $AT

BRI S RBE 10 434
ip sshd auth-retries 5

ip sshd silence—period 600

fic & & > ACL:

ip access—1list extended UsersLogin

permit ip <JEME> <HEME> <HPIME> <dEM>
exit

BCE SR 10 20 8PR H . &3t ACL 51 -

line vty 0 7

exec—timeout 600

ip sshd access—class UserslLogin

Be & H SRS %

logging on

logging X. X. X. X

B & NTP. SNMP:
ntp client enable
ntp server X.X.X. X

snmp—server community O public RW

snmp—server host 10.36.6. 13 version V2C public authenticatio configure snmp




